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A basic Introduction to Cryptography

CRYPTOGRAPHY

What is Cryptography?

“the art of writing and solving codes”

for

“secret communication”

▶ The above definition is historically accurate, but it doesn’t
capture the scientific foundations of today’s “Modern
Cryptography”.

Do not confuse it with
Coding Theory!
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A basic Introduction to Cryptography

MODERN CRYPTOGRAPHY

It involves the study of mathematical techniques
for securing digital information, systems, and
distributed computations against adversarial at-
tacks.

Z Evolved significantly after the 1970s.

✓ Encompasses secret communication and beyond.

✓ Recognized as a science and a mathematical discipline.

✓ Integrated into our daily lives — we use it almost every
day, often without realizing it.
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CRYPTOGRAPHY IN OUR DAILY LIFE
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A basic Introduction to Cryptography

SECURE COMMUNICATION

Public channel

Secure channel

1101010101111111111111001000001110100011100101100011111

Key Exchange/PKC:
How is a secret key shared
between the sender and the
receiver? Wouldn’t this again
require a secure channel?

Privacy:
If an adversary eaves-
drops the communica-
tion, all it gets is a gib-
berish.

Message Integrity:
What is the guarantee
that the message is not
modified en-route.

Source Authentication:
How to confirm the
sender’s identity?
– Digital Certificate
– Digital signature

A very basic
aim of

Modern
Cryptography
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COURSE CONTENT

▶ BASIC UNDERSTANDING OF CRYPTOGRAPHY (SECRET KEY CRYPTOGRAPHY)

▶ SECRET KEY CRYPTOGRAPHY
▶ INTRODUCTION, SOME SIMPLE CRYPTOSYSTEMS AND THEIR CRYPTANALYSIS. (CAESAR CIPHER,

VIGENERE CIPHER, SUBSTITUTION-PERMUTATION CIPHER ETC.)
▶ ONE TIME PAD (OTP), PERFECT SECRECY (SHANNON’S THEORY) AND OTHER SECURITY NOTIONS.
▶ BLOCK CIPHERS AND THEIR ANALYSIS.
▶ MODES OF OPERATIONS, STREAM CIPHERS.
▶ HASH FUNCTION AND THEIR APPLICATIONS IN CRYPTOGRAPHY.
▶ AUTHENTICATION AND AUTHENTICATION ENCRYPTION.

▶ PUBLIC KEY CRYPTOGRAPHY
▶ KEY EXCHANGE PROTOCOLS, PKCS (RSA, ELGAMAL).
▶ COMPUTATIONALLY HARD MATHEMATICAL PROBLEMS AND THE STATE-OF-THE-ART ALGORITHM

FOR SOLVING THEM.
▶ LATTICE-BASED CRYPTOGRAPHY
▶ DIGITAL SIGNATURES AND LDENTIFICATION SCHEMES
▶ SECURITY NOTIONS IN PUBLIC KEY SETTING.-PKI(HTTPS), TLS, SECRET SHARING, BROADCAST

ENCRYPTION, FINGERPRINTING ETC.

▶ SOME OTHER ADVANCE CRYPTOGRAPHIC PRIMITIVES (BASIC NOTIONS ONLY)

Weightage
- Midesemester 30%
- Endsemester 50%
- Quiz/Assignment 20%

The deadline for
quiz/assignment will be
strict. No request for
extension will be entertained.
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A basic Introduction to Cryptography

BOOKS

Introduction to Modern Cryptogra-
phy, 2nd Ed. (Book by Jonathan Katz
and Yehuda Lindell)

Cryptography: Theory and Practice,
Third Edition (Book by Douglas R.
Stinson)
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A basic Introduction to Cryptography

SETTING OF PRIVATE-KEY CRYPTOGRAPHY..
CLASSICAL CRYPTOGRAPHY

public channel
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▶ Before sending the message (plaintext) m, Alice transforms
(encrypts) it into a message c (ciphertext), using an
algorithm ENC and a key k.

▶ Bob, on receiving c, decrypts it to get m, using a
corresponding algorithm DEC and the same key k.

▶ The key k, needs to be (somehow) shared between the
two communicating parties in advance and it is not
known to the adversary.

▶ Alice and Bob could be same. Recall the disk encryption,
where the same party encrypts the data on a disk and
later decrypts it to get back the data.

11 / 11



A basic Introduction to Cryptography

SETTING OF PRIVATE-KEY CRYPTOGRAPHY..
CLASSICAL CRYPTOGRAPHY

public channel

ENC
m

k

c
DEC

k
c

m

▶ Before sending the message (plaintext) m, Alice transforms
(encrypts) it into a message c (ciphertext), using an
algorithm ENC and a key k.

▶ Bob, on receiving c, decrypts it to get m, using a
corresponding algorithm DEC and the same key k.

▶ The key k, needs to be (somehow) shared between the
two communicating parties in advance and it is not
known to the adversary.

▶ Alice and Bob could be same. Recall the disk encryption,
where the same party encrypts the data on a disk and
later decrypts it to get back the data.

11 / 11


	A basic Introduction to Cryptography

