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PSEUDORANDOM FUNCTION




KEYED FUNCTION

We define a keyed function as a function

F. : {0, 1}%(”) — {0, 1}€out(n),

which takes as input a key, k < {0, 1}", completely specifies function

F : {o, 1}fin(n) — {0, 1}fout(n) e F,.

D Remark

>

{Fk . F. is a keyed function and k € {0, 1}"} = 2" < |F|

» If £,,(n) = €ui(n) = n, Fy is called length preserving.
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PSEUDORANDOM FUNCTION

An efficient, length-preserving keyed function F;, where k € {0,1}" is
said to pseudorandom function if for all probabilistic polynomial-time
distinguishers (algorithms) &, there is a negligible function &() such
that,

Pr s 0117 D(F() = 1] =Prr s &|D(f()) = 1]| < e(n).

Informally, if it’s nearly impossible to determine whether a given
function (oracle access) is a keyed function or a random function from
the set # with a probability better than % + &(n), then we can consider

the distribution of keyed functions to be pseudorandom.
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PSEUDORANDOM
PERMUTATION




PSEUDORANDOM PERMUTATION / BLock CIPEHER

. Let &, be a set of all the permutations on {0, 1}".

« A keyed function F; is called a keyed permutations if £;,(n) = £,,1(n) =
£(n) and F : {0, 1}€(n) — {0, 1}€(n) is one-to-one.

@ Note

« A keyed permutation Py is said to be efficient if there are PPT
algorithms for conmputing Pi(-) and P LO).
« The value of £(n) is termed as the block length of keyed permutation.
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PSEUDORANDOM PERMUTATION

Peudorandom Permutation

An efficient, length-preserving keyed permutation P;, where k € {0, 1}"
is said to be a pseudorandom permutation if for all probabilistic
polynomial-time distinguishers (algorithms) &, there is a negligible
function &() such that,

Pri s 01 [D(Pe()) = 1] =Pr, & o [D(p()) = 1]| < e(n).

DR SHASHANK SINGH 8/18



STRONE PSEUDORANDOM PERMUTATION

Strong Peudorandom Permutation

An efficient, length-preserving keyed permutation Pi, where k € {0, 1}
is said to be a strong pseudorandom permutation if for all probabilistic
polynomial-time distinguishers (algorithms) &, there is a negligible
function &() such that,

Pri e o1y 2(BO.BO) = 1| = Prya 5|9 (p0).p70) = 1| < el).

oo
J

D Remark

It is fairly easy to construct a pseudorandom generator G from a
pseudorandom function F. G(s) := F,(1) | F;(2) | ... | F;(¢) for desired ¢.
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CPA-SECURE ENCRYPTION FROM PSEUDORANDOM FUNCTIONS

Let F be a pseudorandom function. Define a private-key encryption
scheme, IT = (GEN, ENC, DEC), for messages of length n as follows:

. The key k < GEN(n) is uniform on {0, 1}".

. For m € {0,1}", ENC(k, m) picks r & £0,1}" and outputs ¢, where
c:=(r, F(r) ® m)

« On input ¢ = (r, s) and a key k, DEC(k, ¢) outputs m, where

m:=FE@)®s
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CPA-SECURE ENCRYPTION FROM PSEUDORANDOM FUNCTIONS..

If F is a pseudorandom function, then the above scheme II is a CPA-
secure private-key encryption scheme for messages of length n.

@ Note

« The scheme Il is efficient and CPA-secure. We can reuse the key as
needed. But the ciphertext size is twice the message size. Is it possible to
improve on this, too?

D Remark

There are design principles, called the Modes of Operations, using which
the ciphertext size can also be improved.
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Brock CIPHERS




Brock CiPHERS

 The block ciphers are the concrete construction of secure (strong)
pseudorandom permutations with some fixed key length called the block

length.

« Block ciphers can be directly used as a fixed-length private key encryption
scheme which is secure for single encryption only.

« Modes of operation (MOP) offer a secure and efficient way to encrypt long
messages using block ciphers.
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A TOY EXAMPLE OF SPN Brock CIPHER

Ciphertext: Y

¢ eTaS;Ta ¢ & %Sj? ¢ & eTaS;‘E ¢ & %S;Ts ¢

Roundl SboxSO
v¢¢f$k$¢¢l¢¢¢$$$$$$
Xoring of Key: k; Plaintext: X
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ELEcTRONIC CODEBOOK (ECB) MOP

o It is the simplest mode of operation, where each block of the message is
encrypted using the same key. If needed, pad the last block.

My my my ms my

S U SR I

B ) B (B (B B

R e

Co 1 Co C3 Cq

 Decryption is also straightforward.

Co €1 Co C3 Cq

R
B EY (B B LE

l l l l l
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ELEcTRONIC CODEBOOK (ECB) MOP..

« Note that it is a deterministic encryption and hence it is not CPA secure.

« We should never use this scheme in any situation.

Original Image ECB Encryption Desired Encryption
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CiPpHER BLock CHAINING (CBC) MOP

my mq my ms my

iv — D D D D
e EEZ] E@
Encryption: v ¢ il C2 C3 Cq

« iv is the first cipher block of length n (the block size), randomly chosen.

v ¢ C1 Cy C3 Cy
ENEInEs Eﬂ Elj]
[ 4h) N 4L 4L /D L
AV \N A\ A\ A\
myy mq my ms my

Decryption:
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CiPpHER Brock CHAINING (CBC) MOP..

A random iv is required for each encryption.

This scheme cannot be parallelised.

Is it CPA secure? (Yes! The proof is left as an exercise.)

Stateful CBC: In the stateful CBC mode of operation, for the first
encryption, the iv is randomly chosen, and then onward, it is taken to be
the last cipher block. (chained CBC mode used in SSL 3.0)

Stateful CBC mode of operation is not CPA-secure.

Proof. Proof by a counterexample. It will be done in class. 0
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