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Padding-Oracle Attack!
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'Thanks to Prof. Katz for the example.
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-Oracle Attack..
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Padding-Oracle Attack..
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Padding-Oracle Attack..
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Padding-Oracle Attack..

Fk_l(CZ)I

myp

XX

XX

XX

XX

XX

XX

XX

XX

Padding error!
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Padding-Oracle Attack..
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Padding-Oracle Attack..

ac| 16| 6A| 1D| 3D | 8A
F () | | | | | @
06| 06| 06| 06| 06| 06

/ <

€11 | XX | XX | 4D | 17 | 6B | 1C | 3C | 8B
m: 07 | 07 | 07 | 07 | 07 | 07
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Padding-Oracle Attack..

4c| 16| 6aA| 1D| 3D | 8A
F ' (co): | | | | | @
06| 06| 06| 06| 06| 06

We query the padding oracle for all possibilities for

B second byte of ¢]. No error reveals the second byte
of F,\,_l(cz) and hence of m,.

cq: XX | XX | 4D | 17 6B | 1C | 3C | 8B

B Similarly we can obtail the first byte of m, as well.




