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SETTING OF PRIVATE-KEY CRYPTOGRAPHY..

CLASSICAL CRYPTOGRAPHY

public channel

@

» Before sending the message (plaintext) m, Alice transforms
(encrypts) it into a message c (ciphertext), using an
algorithm ENC and a key k.

» Bob, on receiving c, decrypts it to get m, using a
corresponding algorithm DEC and the same key k.
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SETTING OF PRIVATE-KEY CRYPTOGRAPHY..

CLASSICAL CRYPTOGRAPHY

public channel

@

» The key k, needs to be (somehow) shared between the
two communicating parties in advance and it is not
known to the adversary.
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A PARADIGM SHIFT

The b s that of pri-

for e pe ek epletrapbi oemeion from over an insecure channel. In

[ W. Diffie and M. Hellman
New directions in
cryptography
IEEE Transactions on
Information Theory- vol. 22,

no. 6, pp. 644-654, Nov 1976..




A PARADIGM SHIFT

I. INTRODUCTION

We stand today on the brink of a
revolution in cryptography. The
development of cheap digital hard-
ware has freed it from the design

[ W. Diffie and M. Hellman limitations of mechanical comput-

New Directions in Cryptography

New directions in ing and
cryptography
[EEE Transactions on In turn, such applications create

Information Theory- vol. 22, a need for new types of crypto-
10. 6, pp. 644-654, Nov 1976..| - eyaphic systems which minimize

" | the necessity of secure key distribu-
tion channels.
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ONEWAYNESS

Diffie and Hellman observed
certain asymmetries i.e.,

= there are certain actions that
can be easily performed but
not easily reversed.

p := NextPrime(2300)
(Z/pZ*,®) is a cyclic group. Let (Z/pZ*,®) = (g).
V4 (g,a) — g is easy. ([N EIRITND)

\)/ (g, h) — logg(h) is hard. ((GHSNEesint)
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SETTING OF KEY-EXCHANGE PROTOCOL II

Public Parameters

the whole transcript is public

ES” After the end of the protocol, both Alice and Bob comes
up with keys k4 and kg respectively such that
kA = kB = k(say)

ES" Informally, the protocol is said to be secure if nobody

other than Alice and Bob can have any idea about k.
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" The key-exchange experiment KE'j; (1) ‘

- Two partles having n execute the protocol II. This results
in a transcript t rans and a key k.

uni

— b {0,1}. Ifb = 0, set k := k, otherwise choose k €
{0, 1}" uniformly at random.

~ Ais given trans and k. A outputs a bit b'.

— The output of experiment is defined to be 1 if b’ = b and
0 otherwise. If KEeav (n) =1, we say A succeeds.

Definition

A key-exchange protocol II is secure in the presence of an
eavesdropper if for all probabilistic polynomial-time
adversaries A there is a negligible function ¢ such that

Pr [KESCE (n) =1] < = +&(n)



DIFFIE-HELLMAN KEY AGREEMENT PROTOCOL

Let (G, .) be a cyclic group, where DLP is known to be
computationally hard. Let G = (g) and |G| =¢.



DIFFIE-HELLMAN KEY AGREEMENT PROTOCOL

Let (G, .) be a cyclic group, where DLP is known to be
computationally hard. Let G = (g) and |G| =¢.

ha

A 4

a

a<7/qZ Q . ,‘ b« Z/qZ

Alice h Bob
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Let @Zaﬁ (n) denote a modified experiment where if b = 1 the

adversary is given k chosen uniformly from G instead of a
uniform n-bit string.

Theorem
If the decisional Diffie-Hellman problem is hard relative to G, then the
Diffie—Hellman key-exchange protocol 11 is secure in the presence of

an eavesdropper (with respect to the modified experiment KE, ATI ( ).

Proof.
Refer to the book. O
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OTHER ATTACKS ON KEY EXACNAGE PROTOCOLS

- Impersonation attacks

- Human(machine)-in-the-middle attacks

The Diffie-Hellman Key exchange protocol is
[ Sy completely insecure against man-in-the-middle
attacks.
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If it is feasible to do the key exchange, why can’t
Ql » we send the entire message in the same way,
* eliminating the need for private key cryptogra-

phy?

Diffie and Hellman also introduced in their
= ground-breaking work the notion of public-
key (or asymmetric) cryptography.
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SETTING OF PUBLIC KEY CRYPTOGRAPHY
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